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Research Emphases and Contributions
My primary research interests lie in the fields of data analytics, data management, artificial intelligence,
privacy, security, and health informatics. I have published over 200 papers with 13000+ citations and
a h-index of 49 (as per Google Scholar.) I have graduated 15 Ph.D. students, 1 DBA student, and I
have received 20+ grants, totaling over $11 million.

Education
Purdue University West Lafayette, Indiana, USA

Ph.D., Computer Science, August 2004

M.S., Computer Science, May 2001

University of Mumbai Mumbai, Maharashtra, India

B.S., Computer Engineering, May, 1999

Professional Experience
Rutgers University (2004-present, only current and leadership positions listed)
Distinguished Professor July 2022 – present
Director, Rutgers Institute of Data Science, Learning, and Applications January, 2020 – present
Acting Chair, MSIS Department July, 2023 – December, 2023
Vice Chair, MSIS Department July, 2020 – June, 2023
Interim Vice Chair, MSIS Department July, 2014 – Jan, 2015

Yale University
Visiting Research Scientist, Biomedical Informatics and Data Science,
School of Medicine

January, 2023 – December,
2023

Princeton University
Visiting Fellow, Electrical & Computer Engineering Department September, 2015 – July, 2016

NEC C&C Research Labs May, 2002 – August, 2002
Summer Intern as part of the Content Aware Networks group. Examined security issues in content
aware networks. Mentor: Wen-Syan Li

Microsoft Corporation May, 2000 – August, 2000
Summer Intern as part of the Trident Team in the Internet Explorer Group. Core responsibility was to
add W3C Document Object Model (DOM) Level 1 support to IE 6.0.

Recognition by Professional Societies

• Fellow, American Institute of Medical and Biological Engineering (AIMBE), 2025

• Fellow, American College of Medical Informatics (ACMI), 2024

• Fellow, International Academy of Health Science Informatics (IAHSI), 2024

• Fellow, International Federation for Information Processing (IFIP), 2023

• Fellow, Asia-Pacific Artificial Intelligence Association (AAIA), 2023

• Fellow, American Association for the Advancement of Science (AAAS), 2022

• Fellow, Institute of Electrical and Electronics Engineers (IEEE), 2021



• Distinguished Scientist, Association for Computing Machinery (ACM), 2015

Contributions to Society

• Led the research and development of the Team ScarletPets solution in the US-UK Privacy Enhancing
Technologies prize, announced by President Biden at the Summit for Democracy. We developed a
highly accurate and holistic financial fraud detection system, which delivered strong end-to-end privacy
guarantees, as well as significant utility and flexibility. Our solution won the first prize in the US for
the Financial Crime track.

• Led the research and development of the COVID Nearby App: https://covidnearby.org, a multi-
disciplinary initiative between the Rutgers Institute of Data Science, Learning, and Applications, Rut-
gers Business School – Newark and New Brunswick, Rutgers School of Public Health, and Rutgers
School of Communication and Information to develop a symptom-tracker for COVID-19 that would
provide a mathematical guarantee of privacy, while allowing an arbitrary number of queries. The
project was sponsored by NSF and NIH and was publicly deployed within the pandemic. The work
was reported on by the IEEE Computer Society.

• Led the Rutgers Institute of Data Science, Learning, and Applications (I-DSLA) collaboration with
the City of Newark to develop the Newark 4311 system. Increased the use of analytics in governance
in the city of Newark in collaboration with the CIO of Newark developing software for Newark that
will help to make decisions based on citizen complaints, and to use predictive analytics to improve
allocation of resources and increase tax revenue. The work was reported on by Nature.

• Developed a framework for composition of e-government processes. These systems were deployed at
the governmental level in a province of Pakistan (Khyber-Pakhtunkhwa) with over 35 Million citizens.
Also worked with the Port Authority of New York and New Jersey to improve emergency management
operations.

• Contributed to and led the Science & Technology Summer Camps organized by the Center for Informa-
tion Management, Integration and Connectivity to provide inner-city middle and high school students,
mostly from minority backgrounds, with an opportunity to explore science and technology.

Honors and Awards

• IFIP TC 11 Kristian Beckman Award, 2025

• European Symposium on Research in Computer Security (ESORICS) Outstanding Research Award,
2024

• IEEE Technical Community on Services Computing Research Innovation Award, 2024

• US-UK Privacy Enhancing Technologies Challenge, Financial Crime Track, 1st place (Team Scarlet-
Pets), 2023

• Rutgers-Newark Research Impact Award, 2023

• IEEE Golden Core Recognition, 2023

• Rutgers Board of Trustees Award for Excellence in Research, 2022

• NIGMS Outstanding Investigator Award, 2020

• IFIP WG 11.3 Outstanding Research Award, 2018

• Dean’s Meritorious Research Award, Rutgers Business School, 2016

• Rutgers Board of Trustees Research Fellowship for Scholarly Excellence, 2010

• Junior Faculty Research Award (One Per School), Rutgers Business School, 2009

• NSF Career Award, 2008

• University Nominee (One Per University), Microsoft New Faculty Fellowship, Rutgers University, 2005

• Best/Outstanding Paper Awards

1. Best Student Paper Award, 38th Annual IFIP WG 11.3 Working Conference on Data and Ap-
plications Security and Privacy (DBSec ’24)

https://covidnearby.org


2. 2022 Best Paper Award, IEEE Intelligent Systems for the article “Intelligent Pandemic Surveil-
lance via Privacy-Preserving Crowdsensing.”

3. Best Research Paper (Runner Up), 22nd Annual International Conference on Digital Government
Research (dg.o 2021)

4. IDRBT Best Practice Paper, 15th International Conference on Information Systems Security
(ICISS 2019)

5. Best Research Paper (Runner Up), 18th Annual International Conference on Digital Government
Research (dg.o 2017)

6. Honourable mention paper, COMSNETS 2017 Social Networking Workshop

7. Best Student Paper Award, 30th Annual IFIP WG 11.3 Working Conference on Data and Ap-
plications Security and Privacy (DBSec ’16)

8. 12th International Conference on Security and Cryptography (SECRYPT), 2015

9. The Clinical Research Informatics (CRI) Distinguished Paper Award (CRI 2013)

10. Nominated, Best Research Paper, 14th Annual International Conference on Digital Government
Research (dg.o 2013)

11. Literati Network Award for the article “Resource Sharing using DHS-UICDS Framework for
Incident Management”, published in Transforming Government: People, Process and Policy,
2013

12. Runner up, Best Student Paper Award, 27th Annual IFIP WG 11.3 Working Conference on Data
and Applications Security and Privacy (DBSec ’13)

13. Best Poster or Demo Award, 12th Annual International Conference on Digital Government Re-
search (dg.o 2011)

14. 21st IEEE International Conference on Data Engineering, 2005

15. Runner Up for Best Paper Award, 9th ACM SIGKDD International Conference on Knowledge
Discovery and Data Mining (KDD), 2003

Research Funding

• Multiple Principal Investigator (MPI), “Accelerating Genomic Data Sharing and Collaborative Re-
search with Privacy Protection”, $3,211,323, NIH, September 1, 2023 - May 31, 2028. (Erman Ayday,
Case Western Reserve University, and Xiaoqian Jiang, University of Texas, MPIs.)

• Principal Investigator, “EAGER: Foundations for the Systematic Study of Synthetic Data”, $250,000,
NSF, October 1, 2023 - September 30, 2025.

• Principal Investigator, “Authenticated Machine Learning”, $100,000, CISCO Research, October 1,
2021 - December 31, 2022.

• Principal Investigator, “Workshop: Establishing the Vision and Creating a Roadmap for Security,
Privacy and Ethics Research in Healthcare”, $87,982, NSF, October 1, 2020 - September 30, 2023.

• Principal Investigator, “RAPID: Privacy-Preserving Crowdsensing of COVID-19 and its Sociological
and Epidemiological Implications”, $199,597, NSF, May 1, 2020 - April 31, 2021.

• Principal Investigator, “Developing Novel Technologies That Ensure Privacy And Security In Biomed-
ical Data Science Research”, $1,918,740, NIH, January 1, 2020 - December 31, 2024. Outstanding
Investigator Award. (No Co-PI or Co-Is.)

• Co-Principal Investigator, “IUCRC Phase I Rutgers, Newark: Center for Accelerated Real Time
Analytics (CARTA)”, $750,000, NSF, June 1, 2018 - May 31, 2023. (Vijayalakshmi Atluri, PI)

• Co-Principal Investigator, Supplement, “I/UCRC: Center for Hybrid Multicore Productivity Research
(CHMPR) - Rutgers Site”, $50,000, NSF, August 21, 2017 - July 31, 2021. (Nabil Adam, PI)

• Principal Investigator, “Secure and PrivAte Collaborative EnvironmentS (SPACES) for biomedical
analytics”, $1,072,401, NIH, January 1, 2017 - December 31, 2020.

• Principal Investigator, “TWC SBE: Medium: Collaborative: Building a Privacy-Preserving Social
Networking Platform from a Technological and Sociological Perspective”, $323,504, NSF, September
1, 2016 - August 31, 2019.



• Co-Principal Investigator, “I/UCRC: Center for Hybrid Multicore Productivity Research (CHMPR)
- Rutgers Site”, $300,000, NSF, August 1, 2016 - July 31, 2021. (Nabil Adam, PI)

• Principal Investigator, “Codec - Composition and Management of e-Government Processes in the
Cloud of Public Services”, $187,905, National Academies of Sciences, Engineering, and Medicine,
September 15, 2015 - September 14, 2018. (Nabil Adam, Former PI)

• Internal Grant: Principal Investigator, “Addressing the cardiovascular disease challenge: building per-
sonalized network oriented models for understanding and predicting cardiovascular diseases”, Chan-
cellors’s Seed Grant Program, $75,000, July 2015 - June 2016.

• Principal Investigator, “TWC: Small: Privacy Preserving Outlier Detection and Recognition”, $508,474,
NSF, September 15, 2014 – September 14, 2016. (No Co-PIs).

• Principal Investigator, “TUES: Type 1: INSPIRE: INStructional materials for PrIvacy Research and
Education”, $199,681, NSF, August 15, 2012 – July 31, 2014. (No Co-PIs).

• Principal Investigator, “TC: Small: Collaborative Research: Formal Security Analysis of Access Con-
trol Models and Extensions”, $329,958, NSF, August 15, 2010 - July 31, 2015. (Vijayalakshmi Atluri,
Former PI)

• Co-Principal Investigator, “Homeland Defense Research & Development Effort”, $498,430, Depart-
ment of Homeland Security, January 2010 - December 2011. (Vijayalakshmi Atluri, PI).

• Co-Principal Investigator, “DG: Secure Agency Interoperation for Effective Data Mining in Border
Control and Homeland Security Applications”, Supplement, $50,000, NSF, October 2008 - September
2009. (Nabil R. Adam, PI).

• Principal Investigator, “Collaborative Optimization with Limited Information Disclosure”, $450,000,
NSF Career Award 2008, February 2008 - January 2013 (No Co-PIs).

• Co-Principal Investigator, “Improving Business Knowledge Management & Analysis Through the use
of the RFID Technology and Semantic Web Services”, $566,000, SAP Corporation, August 2007 -
June 2009.

• Co-Principal Investigator, “Improving Business Knowledge Management and Analysis Through the
use of Semantic Web Services and RFID Technology”, SAP Research Labs, $420,000, June 2004 -
June 2007. (Nabil R. Adam, PI).

• Internal Grant: Co-Principal Investigator, “The Rutgers University Research Initiative on Cybersecu-
rity Economics (RICE)”, $60,000, Rutgers Academic Excellence Fund, 2008-2009. (Rebecca Wright,
PI).

• Internal Grant: Co-Principal Investigator, “Information Technology for Emergency Management
(iTeam)”, $40,000, Rutgers Academic Excellence Fund, 2007-2008. (Nabil R. Adam, PI).

• Internal Grant: Principal Investigator, “Privacy Preserving Optimization”, Rutgers FOM Research
Grant, $1,500, July 2006 - June 2007.

• Internal Grant: Principal Investigator, “Privacy Preserving Data Analysis”, Rutgers FOM Research
Grant, $9,500, July 2005 - June 2006.

Patent Applications

• Generating Synthetic Data (RU Docket 2022-158), X. Wang, H. Asif, J. Vaidya, International Appli-
cation (PCT) for filing in the US receiving office, PCT/US23/32411, September 11, 2023, converted
to U.S. Application 19/111,047 on March 12, 2025.

• Methods and Systems for improved Anomaly Identification through privacy-enhanced two-step Fed-
erated Learning, J. Vaidya, H. Asif, X. Wang, S. Min, U.S. Application 18/638,356, April 17, 2024.

• Methods And Systems For Complementarity-Adjusted Federated Averaging Imputation, S. Min, J.
Vaidya, H. Asif, X. Wang, U.S. Provisional Patent Application 63/652,987, May 29, 2024.



Monograph

1. “Privacy Preserving Data Mining”. Jaideep Vaidya, Michael Zhu and Chris Clifton, Monograph,
Series on Advances in Information Security, Springer-Verlag, November 2005, ISBN: 0-387-25886-8.

Popular Science Articles and Editorials

1. “A Critical Look at AI-Generated Software: Coding with the New AI Tools is Both Irresistible and
Dangerous”, Jaideep Vaidya and Hafiz Asif, IEEE Spectrum 60(7), 2023, pp. 34-39. (Feature
Article)

2. “Forty Years of IEEE Intelligent Systems: Heralding Research and Innovation in AI”, Jaideep
Vaidya, IEEE Intelligent Systems 40(1), 2025 pp. 8.

Journal Articles (Authors listed in order of contribution)

1. “Data Synthesis Reinvented: Preserving Missing Patterns for Enhanced Analysis”, Xinyue Wang,
Hafiz Asif, Shashank Gupta, Jaideep Vaidya, IEEE Transactions on Knowledge and Data Engineer-
ing, accepted, 2025.

2. “MALITE: Lightweight Malware Detection and Classification for Constrained Devices”, Sidharth
Anand, Barsha Mitra, Soumyadeep Dey, Abhinav Rao, Rupsha Dhar, Jaideep Vaidya, IEEE Trans-
actions on Emerging Technologies in Computing, accepted, 2025.

3. “Performance Analysis of Dynamic ABAC Systems using a Queuing Theoretic Framework”, Gau-
rav Madkaikar, Karthikeya S M Yelisetty, Shamik Sural, Jaideep Vaidya, Vijayalakshmi Atluri,
Computers and Security, accepted, 2025.

4. “Differentially Private Range Counting: Where Asymptotically Better Fails, Integer Covering Pre-
vails”, Hafiz Asif, Endre Boros, Jaideep Vaidya, Annals of Operations Research, accepted, 2025.

5. “Exploring the inequitable impact of data missingness on fairness in machine learning”, Sitao Min,
Hafiz Asif, Jaideep Vaidya, IEEE Intelligent Systems, accepted, 2025.

6. “Sustainable Personalized Home Care for Pandemic Management: A Service-Oriented Approach”,
Hafsa Zafar, Muhammad Ali, Zarmina Ahmed, Maria Sarfraz, Basit Shafiq, Shafay Shamail, Ayesha
Afzal, Jaideep Vaidya, Salman Raza, and Ather Imran, ACM Digital Government: Research and
Practice, accepted, 2025.

7. “Cafe: Improved Federated Data Imputation by Leveraging Missing Data Heterogeneity”, Sitao Min,
Hafiz Asif, Xinyue Wang, Jaideep Vaidya, IEEE Transactions on Knowledge and Data Engineering,
accepted, 2025.

8. “Semantically Correct Policy Mining and Enforcement for Attribute based Access Control”, Gunjan
Batra, Samir Talegaon, Vijayalakshmi Atluri, Jaideep Vaidya, Shamik Sural, ACM Transactions on
Internet Technology, accepted, 2024.

9. “Descriptor: Synthetic Genomic Dataset with Diverse Ancestry (SynGen6)”, Xinyue Wang, Sitao Min,
Jaideep Vaidya, IEEE Data Descriptions, vol. 2, pp. 1-7, 2025, doi: 10.1109/IEEEDATA.2024.3505852.

10. “A Role-Based Administrative Model for Administration of Heterogeneous Access Control Policies
and its Security Analysis”, Mahendra Singh, Shamik Sural, Jaideep Vaidya, Vijayalakshmi Atluri,
Information Systems Frontiers, Volume 26, pages 2255–2272, 2024.

11. “Blockchain based Secure Federated Learning with Local Differential Privacy and Incentivization”,
Saptarshi De Chaudhury, Likhith Reddy, Matta Varun, Tirthankar Sengupta, Sandip Chakraborty,
Shamik Sural, Jaideep Vaidya, Vijay Atluri, IEEE Transactions on Privacy, vol. 1, no. 01, pp.
31-44, 2024, doi: 10.1109/TP.2024.3487819.

12. “Engravings, Secrets, and Interpretability of Neural Networks”, Nathaniel Hobbs, Periklis A. Pa-
pakonstantinou, Jaideep Vaidya, IEEE Transactions on Emerging Technologies in Computing, vol.
12, no. 04, pp. 1093-1104, Oct.-Dec. 2024, doi: 10.1109/TETC.2024.3358759.



13. “Blockchain Based Auditable Access Control For Business Processes With Event Driven Policies”,
Ahmed Akhtar, Masoud Barati, Basit Shafiq, Omer Rana, Ayesha Afzal, Jaideep Vaidya, Shafay
Shamail, IEEE Transactions on Dependable and Secure Computing, 21(5), 4699-4716, 2024.

14. “Blockchain-based Shared Data Integrity Auditing and Deduplication” Ying Miao, Keke Gai, Liehuang
Zhu, Kim-Kwang Raymond Choo, Jaideep Vaidya, IEEE Transactions on Dependable and Secure
Computing, 21(4), 3688-3703, 2024.

15. “Efficiently Supporting Attribute-based Access Control in Linux”, H. O. Sai Varshith, Shamik Sural,
Jaideep Vaidya, Vijayalakshmi Atluri, IEEE Transactions on Dependable and Secure Computing,
21(4), pp. 2012-2026, 2024.

16. “U.S.-U.K. PETs Prize Challenge: Anomaly Detection Via Privacy-Enhanced Federated Learning”,
Hafiz Asif, Sitao Min, Xinyue Wang, Jaideep Vaidya, IEEE Transactions on Privacy, vol. 1, pp.
3-18, 2024.

17. “Orchestration and Management of Adaptive IoT-centric Distributed Applications”, Sehrish Amjad,
Ahmed Akhtar, Ayesha Afzal, Basit Shafiq, Jaideep Vaidya, Shafay Shamail, Omer Rana, Muham-
mad Ali, IEEE IoT Journal, Special Issue on IoT Systems for Extreme Environments, 11(3), pp.
3779-3791, 2024.

18. “Privacy-Preserving Federated Genome-wide Association Studies via Dynamic Sampling”, Xinyue
Wang, Leonard Dervishi, Wentao Li, Erman Ayday, Xiaoqian Jiang, Jaideep Vaidya (Senior Au-
thor), Bioinformatics, 39(10), October 2023.

19. “Identifying Anomalies while Preserving Privacy”, Hafiz Asif, Jaideep Vaidya, Periklis A. Papakon-
stantinou, IEEE Transactions on Knowledge and Data Engineering, 35(12), pp. 12264 - 12281, 2023.

20. “Enabling Attribute-based Access Control in NoSQL Databases”, Eeshan Gupta, Shamik Sural,
Jaideep Vaidya, Vijayalakshmi Atluri, IEEE Transactions on Emerging Technologies in Computing,
11(1), pp. 208-223, 2023.

21. “Collaborative Business Process Fault Resolution in the Services Cloud”, Muhammad Adeel Zahid,
Basit Shafiq, Jaideep Vaidya, Ayesha Afzal, Shafay Shamail, IEEE Transactions on Services Com-
puting, 16(1), pp. 162-176, 2023.

22. “A Generalized Framework for Preserving Both Privacy and Utility in Data Outsourcing”, Shangyu
Xie, Meisam Mohammady, Han Wang, Yuan Hong, Lingyu Wang, Jaideep Vaidya, IEEE Transac-
tions on Knowledge and Data Engineering, 35(1), pp. 1-15, 2023.

23. “Empowering Business Students: The Rise of Experiential Learning, Collaborative Mentoring, and
Data Science”, Lei Lei, Can Uslay, Jaideep Vaidya, Rutgers Business Review (2023), Vol. 8, No. 1,
pp.1-15.

24. “Intelligent Pandemic Surveillance via Privacy-Preserving Crowdsensing”, Hafiz Asif, Periklis A. Pa-
pakonstantinou, Stephanie Shiau, Vivek Singh, Jaideep Vaidya, IEEE Intelligent Systems, 37(4),
pp. 88-96, 2022.

25. “A Framework for Dynamic Composition and Management of Emergency Response Processes”, Abeer
Elahraf, Ayesha Afzal, Ahmed Akhtar, Basit Shafiq, Jaideep Vaidya, Shafay Shamail, Nabil Adam,
IEEE Transactions on Services Computing, 15(4), pp. 2018-2031, 2022.

26. “Analyzing social media messages of public sector organizations utilizing sentiment analysis and topic
modeling”, Ussama Yaqub, Soon Ae Chun, Vijayalakshmi Atluri, Jaideep Vaidya, Information
Polity, 26(4), pp. 375-390, 2021.

27. “EnablingWorkforce Optimization in Constrained Attribute Based Access Control Systems”, Arindam
Roy, Shamik Sural, Arun Majumdar, Jaideep Vaidya, Vijayalakshmi Atluri, IEEE Transactions on
Emerging Technologies in Computing, 9(4), pp. 1901-1913, 2021.

28. “Efficient Verification for Outsourced Genome-wide Association Studies”, Xinyue Wang, Xiaoqian
Jiang, Jaideep Vaidya, Journal of Biomedical Informatics, 117, 103714, pp. 1-9, 2021.



29. “ASSEMBLE: Attribute and Structure based Service Mapping Approach for Collaborative Business
Process Development”, Ayesha Afzal, Basit Shafiq, Shafay Shamail, Abeer Elahraf, Jaideep Vaidya,
Nabil Adam, IEEE Transactions on Services Computing, 14(2), March-April 2021.

30. “Optimal Employee Recruitment in Organizations under Attribute Based Access Control”, Arindam
Roy, Shamik Sural, Arun Majumdar, Jaideep Vaidya, Vijayalakshmi Atluri, ACM Transactions on
Management Information Systems, January 2021, Article No.: 6, pp 1–24.

31. “Efficient Determination of Equivalence for Encrypted Data”, Jason Doctor, Jaideep Vaidya, Xiao-
qian Jiang, Shuang Wang, Lisa M. Schilling, Toan Ong, Michael E. Matheny, Lucila Ohno-Machado,
Daniella Meeker, Elsevier Computers and Security, 97, pp 101939, October, 2020.

32. “A guide for private outlier analysis”, Hafiz Asif, Periklis Papakonstantinou, Jaideep Vaidya, in
IEEE Letters of the Computer Society, 3(1), pp. 29-33, 1 Jan.-June 2020.

33. “Algorithms and Applications to Weighted Rank-One Binary Matrix Factorization”, Haibing Lu, Xi
Chen, Junmin Shi, Jaideep Vaidya, Vijayalakshmi Atluri, Yuan Hong, Wei Huang, ACM Transac-
tions on Management Information Systems, 11(2), Article 7 (May 2020), 33 pages.

34. “Location-based Sentiment Analyses and Visualization of Twitter Election Data”, Ussama Yaqub,
Nitesh Sharma, Rachit Pabreja, Soon Ae Chun, Vijayalakshmi Atluri and Jaideep Vaidya, Digital
Government: Research and Practice (DGOV), 1(2), Article 14 (April 2020), 19 pages.

35. “Managing Attribute-Based Access Control Policies in a Unified Framework using Data Warehousing
and In-Memory Database”, Mahendra Singh, Shamik Sural, Jaideep Vaidya, Vijayalakshmi Atluri,
Computers & Security, 86, pp. 183-205, September 2019.

36. “Deploying ABAC policies using RBAC Systems”, Gunjan Batra, Vijayalakshmi Atluri, Jaideep
Vaidya, Shamik Sural, Journal of Computer Security, vol. 27, no. 4, pp. 483-506, 2019.

37. “Policy Adaptation in Hierarchical Attribute-Based Access Control Systems”, Saptarshi Das, Shamik
Sural, Jaideep Vaidya, Vijayalakshmi Atluri, ACM Transactions on Internet Technology, Volume
19 Issue 3, September 2019.

38. “Security Analysis of ABAC under an Administrative Model”, Sadhana Jha, Shamik Sural, Vijay-
alakshmi Atluri, Jaideep Vaidya, IET Information Security, 13(2): 96-103, 2019.

39. “HyPE: A Hybrid Approach toward Policy Engineering in Attribute-Based Access Control”, Saptarshi
Das, Shamik Sural, Jaideep Vaidya, Vijayalakshmi Atluri, IEEE Letters of the Computer Society,
1(2), pp. 25-29, 2018.

40. “Towards Designing Robust CAPTCHAs”, David Lorenzi, Emre Uzun, Jaideep Vaidya, Shamik
Sural, Vijayalakshmi Atluri, Journal of Computer Security, 26(6), 731-760, 2018.

41. “Differentially Private Outlier Detection in a Collaborative Environment”, Hafiz Asif, Tanay Taluk-
dar, Jaideep Vaidya, Basit Shafiq, Nabil Adam, International Journal of Cooperative Information
Systems, 27(3), September 2018.

42. “Perfectly Secure and Efficient Two-party Electronic Health Record Linkage”, Feng Chen, Xiaoqian
Jiang, Shuang Wang, Lisa Schilling, Daniella Meeker, Toan Ong, Michael E. Matheny, Jason N. Doc-
tor, Lucila Ohno-Machado, Jaideep Vaidya (Senior Author), IEEE Internet Computing, 22(2),
Mar/April 2018.

43. “Specification and Verification of Separation of Duty Constraints in Attribute based Access Con-
trol”, Sadhana Jha, Shamik Sural, Vijayalakshmi Atluri, Jaideep Vaidya, IEEE Transactions on
Information Forensics and Security, 13(4), April 2018, pp. 897-911.

44. “A Side-channel Attack on Smartphones: Deciphering Key Taps using Built-in Microphones”, Har-
itabh Gupta, Shamik Sural, Vijayalakshmi Atluri, Jaideep Vaidya, Journal of Computer Security,
26(2), January 2018, pp. 255-281.

45. “Analysis of Political Discourse on Twitter in the Context of the 2016 US Presidential Elections”,
Ussama Yakub, Soon Chun, Vijayalakshmi Atluri, Jaideep Vaidya, Government Information Quar-
terly, 34(4), December 2017, pp. 613-626.



46. “Migrating from RBAC to Temporal RBAC”, Barsha Mitra, Shamik Sural, Jaideep Vaidya, Vijay-
alakshmi Atluri, IET Information Security, 11(5), September 2017, pp. 294 – 300.

47. “Privacy-Preserving Item-based Recommendations over Partitioned Data with Overlaps”, Ibrahim
Yakut and Jaideep Vaidya, International Journal of Business Information Systems, 25(3), pp. 336-
351, 2017.

48. “On Optimal Employee Assignment in Constrained Role Based Access Control Systems”, Arindam
Roy, Shamik Sural, Arun Majumdar, Jaideep Vaidya, Vijayalakshmi Atluri, ACM Transactions on
Management Information Systems, 7(4), pp. 10:1–10:24, January 2017.

49. “Mining Temporal Roles using Many-Valued Concepts”, Barsha Mitra, Shamik Sural, Jaideep Vaidya,
Vijayalakshmi Atluri, Computers & Security, 60, pp. 79 – 94, July, 2016.

50. “A Survey of Role Mining”, Barsha Mitra, Shamik Sural, Jaideep Vaidya, Vijayalakshmi Atluri,
ACM Computing Surveys, 48(4), pp. 50:1–50:37, 2016.

51. “Accurate and Efficient Query Clustering via Top Ranked Search Results”, Yuan Hong, Jaideep
Vaidya, Haibing Lu, Wen Ming Liu, Web Intelligence, 14(2), pp. 119–138, 2016.

52. “Using classification for role-based access control management”, Nazia Badar, Jaideep Vaidya,
Vijayalakshmi Atluri, Nino Verde, Janice Warner, International Journal of Technology, Policy and
Management, 16(1), pp. 45-78, 2016.

53. “Minimizing Organizational User Requirement while Meeting Security Constraints”, Arindam Roy,
Shamik Sural, Arun Kumar Majumdar, Jaideep Vaidya, Vijayalakshmi Atluri, ACM Transactions
on Management Information Systems, 6(3), pp. 12:1-12:25, October, 2015.

54. “PEER: A Framework for Public Engagement in Emergency Response”, David Lorenzi, Soon Chun,
Jaideep Vaidya, Vijayalakshmi Atluri, Nabil Adam, International Journal of E-Planning Research,
4(3) pp. 29-46, 2015.

55. “Collaborative Search Log Sanitization: Toward Differential Privacy and Boosted Utility”, Yuan Hong,
Jaideep Vaidya, Haibing Lu, Panagiotis Karras, Sanjay Goel, IEEE Transactions on Dependable
and Secure Computing, 12(5), pp. 504-518, 2015.

56. “The Generalized Temporal Role Mining Problem”, Barsha Mitra, Shamik Sural, Vijayalakshmi
Atluri, Jaideep Vaidya, Journal of Computer Security, 23(1), pp. 31-58, 2015.

57. “Security Analysis for Temporal Role Based Access Control”, Emre Uzun, Vijayalakshmi Atluri,
Jaideep Vaidya, Shamik Sural, Anna Lisa Ferrara, Gennaro Parlato, P. Madhusudan, Journal of
Computer Security, 22(6), pp. 961 - 996, 2014.

58. “Statistical Database Auditing Without Query Denial Threat”, Haibing Lu, Jaideep Vaidya, Vijay-
alakshmi Atluri, Yingjiu Li, INFORMS Journal on Computing, 27(1), pp. 20-34, 2015.

59. “Meeting Cardinality Constraints in Role Mining”, Pullamsetty Harika, Marreddy Nagajyothi, John
C. John, Shamik Sural, Jaideep Vaidya, and Vijayalakshmi Atluri, IEEE Transactions on Depend-
able and Secure Computing, 12(1), pp. 71 - 84, 2015.

60. “Opinions of People: Factoring in Privacy and Trust”, Anirban Basu, Jaideep Vaidya, Juan Camilo
Corena, Shinsaky Kiyomoto, Stephen Marsh, Guibing Guo, Jie Zhang, Yutaka Miyake, ACM SIGAPP
Applied Computing Review, 14(3), pp. 7-21, September, 2014.

61. “A Random Decision Tree Framework for Privacy-preserving Data Mining”, Jaideep Vaidya, Basit
Shafiq, Wei Fan, Danish Mehmood, David Lorenzi, IEEE Transactions on Dependable and Secure
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2. “Vertically Partitioned data”, Jaideep Vaidya in Encyclopedia of Database Systems, Özsu, M. Tamer;
Liu, Ling (Eds.), Springer, December 2009.

3. “Secure Multiparty Computation Methods”, Murat Kantacioglu and Jaideep Vaidya in Encyclopedia
of Database Systems, Özsu, M. Tamer; Liu, Ling (Eds.), Springer, December 2009.

4. “A Survey of Privacy-Preserving Methods across Vertically Partitioned Data”, Jaideep Vaidya in
Privacy-Preserving Data Mining: Models and Algorithms, Charu Aggarwal, Philip S. Yu, eds., Springer,
2008.

5. “Privacy, Profiling, Targeted Marketing, and Data Mining”, Jaideep Vaidya and Vijay Atluri in
Digital Privacy: Theory, Technologies, and Practices, A. Acquisti, S. Gritzalis, C. Lambrinoudakis,
S. di Vimercati, eds., Taylor and Francis, December 18, 2007.

6. “Defining Privacy for Data Mining”. Book Chapter. Chris Clifton, Murat Kantarcioglu and Jaideep
Vaidya in Data Mining: Next Generation Challenges and Future Directions, AAAI/MIT Press, Octo-
ber 1, 2004.

7. “Privacy-Preserving Data Mining”. Chris Clifton, Murat Kantarcioglu and and Jaideep Vaidya, in-
vited chapter in Foundations and Advances in Data Mining Computing, T.Y. Lin and Wesley Chu,
eds., Springer-Verlag, October 2005.

Professional Activities
Administrative Service to IEEE

• Elected Member-at-large, IEEE Publication Services and Products Board, January 2025 - Decem-
ber 2027.

• Member, IEEE Publication Services and Products Board, January 2024 - December 2024.

• Steering Committee Chair, IEEE Data Descriptions, January 2024 - December 2024.

• Steering Committee Vice-Chair, IEEE Dataport, 2024 - present.

• Member of Advisory Board, Technical Committee on Blockchain and Distributed Ledger Tech-
nologies (DLT), IEEE Technology and Engineering Management Society (TEMS), May 2021 -
present.

Administrative Service to IEEE Computer Society
• Vice-chair, Fellow Evaluation Committee, IEEE Computer Society, 2025.

• Member Publications Board Executive Committee, January 2025 - December 2025.

• Member Nominations Committee, January 2025 - December 2025.



• Vice-President of Publications, Member of the Executive Committee and the Board of Governors,
January 2024 - December 2024.

• Member, Fellow Evaluation Committee, IEEE Computer Society, 2024.

• Transactions Operations Committee Chair and ex-officio member of the Board of Governors,
January 2023 - December 2023.

Editor-in-Chief
• IEEE Transactions on Dependable and Secure Computing, January 1, 2018 - December 31, 2022.

• ACM Transactions on Internet Technology, December 1, 2024 - November 30, 2027.

Program Chair/Co-Chair
1. The 30th European Symposium on Research in Computer Security (ESORICS), September 20-26,

2025, Toulouse, France.

2. The 15th ACM Conference on Data and Application Security and Privacy (CODASPY), June 4
– 6, 2025, Pittsburgh, PA, USA.

3. 23rd IEEE International Conference on Trust, Security and Privacy in Computing and Commu-
nications (TrustCom-2024), December 17-21, 2024, Sanya, Hainan, China.

4. 6th IEEE International Conference on Trust, Privacy and Security in Intelligent Systems, and
Applications October 28 - 30, 2024, Washington, D.C. / Baltimore, USA.

5. 23rd ACM Workshop on Privacy in the Electronic Society (WPES), October 14, 2024, Salt Lake
City, UT, USA.

6. 15th Annual Conference of the IFIP WG 11.11 Trust Management (IFIPTM ’24), December 18-20,
Nottingham, UK.

7. 29th ACM Symposium on Access Control Models and Technologies (SACMAT ’24), May 15-17,
2024, San Antonio, TX, USA.

8. 10th International Conference on Mathematics and Computing (ICMC), January 2-3, 2024, Tamil
Nadu, India.

9. 10th International Workshop on Genome Privacy and Security (GenoPri ’23), November 17, 2023,
online.

10. 20th Annual International Conference on Privacy, Security & Trust, 21-23 August, 2023, Copen-
hagen, Denmark.

11. 21st IEEE International Conference on Trust, Privacy, and Security in Computing and Commu-
nications (IEEE Trustcom 2022), program vice-chair.

12. Blue Sky/Vision Track, IEEE International Conference on Collaboration and Internet Computing
(CIC), 2021.

13. Blue Sky/Vision Track, ACM Symposium on Access Control Models and Technologies (SAC-
MAT), 2021.

14. 34th Annual IFIP WG 11.3 Working Conference on Data and Applications Security (DBSEC ’20),
June 24-26, 2020, Regensburg, Germany.

15. 1st IEEE International Conference on Trust, Privacy and Security in Intelligent Systems, and
Applications (TPS), December 12 - 14, 2019, Los Angeles, California, USA.

16. 11th International Symposium on Cyberspace Safety and Security, December 1-3, 2019, Guangzhou,
China.

17. 18th International Conference on Algorithms and Architectures for Parallel Processing (ICA3PP),
November 15-17,2018, Guangzhou, China.

18. 4th IEEE International Conference on Collaboration and Internet Computing (CIC ’18), October
18-20, 2018, Philadelphia, PA, USA.



19. 13th International Conference on Information Systems Security (ICISS-2017), December 16-20,
2017, Mumbai, India.

20. 19th European Symposium on Research in Computer Security (ESORICS ’14), September 7-11,
2014, Wroclaw, PL.

21. 18th ACM Symposium on Access Control Models and Technologies (SACMAT ’13), June 12-14,
2013, Amsterdam, NL.

22. 10th Annual Workshop on Privacy in Electronic Society (WPES), October 17th, 2011, Chicago,
IL, USA.

23. 23rd Annual IFIP WG 11.3 Working Conference on Data and Applications Security (DBSEC ’09),
July 12-15, 2009, Montreal, Canada.

24. 6th International Workshop on Privacy Aspects of Data Mining, held in conjunction with the
2007 IEEE International Conference on Data Mining, October 28, 2007, Omaha, NE, USA.

General Chair/Co-Chair
1. 6th IEEE International Conference on Blockchain (Blockchain 2023), December 15-18, 2023,

Ocean Flower Island, Hainan, China.

2. 5th IEEE International Conference on Trust, Privacy and Security in Intelligent Systems, and
Applications, November/December, 2023, Atlanta, GA, USA.

3. 36th Annual IFIP WG 11.3 Working Conference on Data and Applications Security (DBSEC ’23),
July 18-20, 2023, Newark, NJ, USA.

4. 2nd IEEE International Conference on Trust, Privacy and Security in Intelligent Systems, and
Applications (TPS), December 12 - 14, 2020, Washington, D.C., USA.

5. 9th International Conference on Security of Information and Networks (SIN 2016), July 20-22,
2016, Newark, NJ, USA.

6. 27th Annual IFIP WG 11.3 Working Conference on Data and Applications Security (DBSEC ’13),
July 15-17, 2013, Newark, NJ, USA.

7. 17th ACM Symposium on Access Control Models and Technologies (SACMAT ’12), June 20-22,
2012, Newark, NJ, USA.

Associate Editor (Editorial Board)
• ACM Transactions on Internet Technology (TOIT), 2024 - present.

• IEEE Transactions on Dependable and Secure Computing (TDSC), 2011 - 2016.

• Journal of Computer Security (JCS), 2013 - present.

• Computers & Security (COSE), 2015 - 2018.

• International Journal of Security and Networks (IJSN), 2011 - present.

• Journal of Healthcare Informatics Research, 2018 - present.

IFIP WG 11.3 Working Group on Data and Applications Security and Privacy, Vice-chair, July 1, 2019
– present.

SIAM Data Mining & Analytics Activity Group, Vice-chair, Jan 1, 2016 – Dec. 31, 2017.

Member, ACM US Public Policy Council, Privacy, Security, Digital Governance Committees, March,
2017 – present

Member, IEEE P7002 – Data Privacy Process Standard



Organizing Committee, NSF PREPARE (Pandemic Research for Preparedness and Resilience) Work-
shop on DATA: Access, Creation, and Maintenance of Data and Computing Resources, May 12-13,
2021.

External Reviewer, Italian Research and University Evaluation Agency (ANVUR)

Foreign Faculty, JEC Jabalpur, under auspices of the GIAN Program, Ministry of Human Resource
Development, Government of India, June 20, 2016 – July 1, 2016.

SIGKDD Doctoral Dissertation Awards Committee, 2009–2014.

Proceedings Chair
• The 21st ACM Conference on Computer and Communications Security (CCS ’14), November 3-7,
2014, Arizona, USA.

• The 16th ACM Symposium on Access Control Models and Technologies (SACMAT ’11), June
9-11, 2011, Innsbruck, Austria.

• The Eleventh ACM SIGKDD International Conference on Knowledge Discovery and Data Mining,
August 21-24, 2005, Chicago, IL.

Publicity Chair
• 2008 Workshop on Secure Knowledge Management, November 3-4, 2008, Richardson, TX, USA.

• International Conference and Workshop on Cyber Security, Cyber Crime and Cyber Forensics,
August 19-21, 2009, Cochin, India .

Panels Co-Chair
• The IEEE CIC/CogMI/TPS-ISA joint conferences, December 14-16, 2022, virtual.

Registrations Chair
• 14th ACM Symposium on Access Control Models and Technologies (SACMAT ’09), June 3-5,
2009, Stresa, Italy.

Book Donations Chair
• ACM SIGMOD/PODS 2005 Conference, June 14-16, 2005, Baltimore, MD.

Special Issue Editor
• Journal of Computer Security, Selected papers from IFIP DBSEC ’09 Conference (co-edited with
Ehud Gudes).

• International Journal of Computational Models and Algorithms in Medicine, Special Issue on
Privacy in Health Informatics (co-edited with Soon Chun).

Session Chair
• The IEEE CIC/CogMI/TPS Joint Conferences, December 14-16, 2022, virtual.

• The IEEE CIC/CogMI/TPS Joint Conferences, December 12-14, 2019, Los Angeles, CA, USA.

• The 4th IEEE International Conference on Collaboration and Internet Computing (CIC), October
18-20, 2018, Philadelphia, PA, USA.

• The Second ACM Conference on Data and Application Security and Privacy (CODASPY), Febru-
ary 8-10, 2012, San Antonio, TX, USA.

• 25th Annual IFIP WG 11.3 Working Conference on Data and Applications Security and Privacy
(DBSEC ’11), July 11-13, 2011, Richmond, VA, USA.

• The 15th ACM Symposium on Access Control Models and Technologies (SACMAT ’10), June
9-11, 2010, Pittsburgh, PA, USA.



• 23rd Annual IFIP WG 11.3 Working Conference on Data and Applications Security (DBSEC ’09),
July 12-15, 2009, Montreal, Canada.

• 24th Annual ACM Symposium on Applied Computing, Security Track, March 8-12, 2009, Hon-
olulu, Hawaii, USA.

Panel Participant
• Supply Chain Management in the Post-Pandemic and AI Age Conference, June 15, Piscataway,
NJ, USA.

• The IEEE CIC Conferences, Plenary Panel on Artificial Intelligence and Privacy for Pandemics,
December 1, 2020, virtual.

• The IEEE CIC/CogMI/TPS Joint Conferences, December 12-14, 2019, Los Angeles, CA, USA.

• The Twenty-Third ACM Symposium on Access Control Models and Technologies (SACMAT),
June 13-15, 2018, Indianapolis, IN, USA.

• Challenge Workshop on Record Linkage Challenges in Distributed Data Networks, Concordium
2016, September 12-13, 2016, Washington, DC, USA.

• Moderator, The Fourth ACM Conference on Data and Application Security and Privacy (CO-
DASPY), March 3-5, 2014, San Antonio, TX, USA.

• The Second ACM Conference on Data and Application Security and Privacy (CODASPY), Febru-
ary 8-10, 2012, San Antonio, TX, USA.

• The Twenty-First Conference on Computers, Freedom, and Privacy, June 14-16, 2011, Washing-
ton, DC.

• 2009 IEEE/WIC/ACM International Conference on Web Intelligence, September 15-18, Milan,
Italy.

Program Committee
• SIAM International Conference on Data Mining, 2025.

• Senior PC, The International Conference on World Wide Web (WWW), 2024

• The ACM SIGKDD Conference on Knowledge Discovery and Data Mining (KDD) – ’17, ’16, ’15,
’14, ’13, ’12, ’11, ’10.

• The IEEE International Conference on Data Mining (ICDM) – ’18, ’16, ’15, ’13, ’12, ’10, ’09, ’08,
’06.

• The ACM Symposium on Access Control Models and Technologies (SACMAT) – ’21, ’20, ’19,
’18, ’17, ’15, ’14, ’12, ’11, ’10, ’09.

• The European Symposium on Research in Computer Security (ESORICS) – ’19, ’18, ’17, ’16, ’15,
’13, ’12, ’11.

• The Annual WG 11.3 Conference on Data and Applications Security and Privacy (DBSec) – ’25,
’24, ’19, ’18, ’17, ’16, ’15, ’14, ’13, ’12, ’11, ’10, ’08.

• The Annual International Conference on Digital Government Research (dg.o) – ’18, ’17, ’16, ’15,
’14, ’13, ’12, ’11, ’10, ’09.

• The International Conference on Very Large Data Bases (VLDB) – ’18, ’16, ’12 (Ph.D. Program
Track)

• The ACM SIGMOD International Conference on Management of Data – ’18, ’14 (Demo Track),
’13 (Demo Track).

• The ACM Conference on Data and Application Security and Privacy (CODASPY) – ’19, ’13, ’12.

• The IEEE International Conference on Distributed Computing Systems (ICDCS) – ’21, ’20, ’19.

• The International Conference on World Wide Web (WWW) Posters Track – ’12, ’11.

• The ACM International Conference on Information and Knowledge Management (CIKM) – ’13.



• International Conference on Data Warehousing and Knowledge Discovery (DaWaK) – ’08, ’07,
’06.

• The IEEE International Conference on Granular Computing (GRC) – ’09, ’08, ’06.

• The International Conference on Applied Cryptography and Network Security (ACNS) – ’12.

• The International Conference on Security and Cryptography (SECRYPT) – ’18, ’17, ’16, ’15, ’14,
’13.

• Workshop on Privacy in the Electronic Society (WPES), in conjunction with the ACM Conference
on Computer and Communications Security (CCS) – ’16, ’12, ’10, ’09.

• International Workshop on Privacy Aspects of Data Mining (PADM) – ’11, ’06, ’04.

• The IEEE International Conference on Privacy, Security, Risk and Trust (PASSAT) – ’12, ’11.

• The International Conference on Network and System Security (NSS) – ’16, ’15, ’14, ’13, ’12, ’11.

• The IEEE Conference on Communications and Network Security (CNS) – ’20, ’18, ’17, ’15.

• The International workshop on Trust and Privacy in Distributed Information Sharing 2011 (TP-
DIS 2011) colocated with IFIPTM 2011, 28 June 2011, Copenhagen, Denmark.

• The 2nd International Symposium on Data, Privacy, and E-Commerce (ISDPE ’10), September
13-14, 2010, Buffalo/Niagara Falls, NY, USA.

• The 5th International Conference on Information Technology (FutureTech 2010), Security and
Trust Computing Track, May 21-23, 2010, Busan, Korea.

• The IEEE International Conference on Data Engineering (ICDE) – ’16, ’10.

• The Symposium on Configuration Analytics and Automation (SafeConfig) – ’12, ’11.

• The 2009 Information Security Conference (ISC ’09), September 7-9, 2009, Pisa, Italy.

• The First Workshop on Management and mining of UNcertain Data (MOUNDS 2009), March 29,
2009, Shanghai, China.

• 2008 Workshop on Secure Knowledge Management, November 3-4, 2008, Richardson, TX, USA.

• The Second International Workshop on Privacy-Aware Location-based Mobile Services (PALMS),
April 27, 2008, Beijing, China.

• The Eleventh IEEE International Conference on Computational Science and Engineering, July
16-18, 2008, Sao Paolo, Brazil.

• The First Workshop on Data Mining of Uncertain Data (DUNE 2007), October 28, 2007, Omaha,
NE, USA.

• The First Ph.D. Workshop in CIKM (PIKM), November 5, 2007, Lisboa, Portugal.

• The Third International Conference on Information Systems Security (ICISS 2007), December
16-20, 2007, Delhi, India.

• The Third International Workshop on Data Mining and Knowledge Discovery (ADMKD 2007),
October 2, 2007, Varna, Bulgaria.

• The Twenty-Second National Conference on Artificial Intelligence, July 22-26, 2007, Vancouver,
British Columbia, Canada.

• Second International Conference on Information Systems Security, December 17-21, 2006, Kolkata,
India.

• 2nd ADBISWorkshop on Data Mining and Knowledge Discovery, September 6, 2006, Thessaloniki,
Greece.

• 2005 ACM Symposium on Applied Computing Special Track on Data Mining (DM), March 13-17,
2005, Santa Fe, New Mexico.

Proposal Review Panel



• National Institutes of Health (Nov ’24, Mar ’21, Nov ’20, Oct ’19, Jun ’19, Nov’ 17, Feb ’16, Apr
’14).

• National Science Foundation (Jan ’22, Oct ’20, Jan ’20, Nov ’18, Oct’ 17, Apr ’17, Nov ’13, May
’12, May ’11, Apr ’08).

• The Marsden Fund, New Zealand, July 2016

• Kentucky Science & Engineering Foundation, November 2006.

• NASA Intelligent Systems Project, January 2004.

Reviewer (only journals listed)
• ACM Transactions on Knowledge Discovery from Data.

• Knowledge and Information Systems, Springer-Verlag, London.

• Journal of Artificial Intelligence Research.

• IEEE Transactions of Knowledge and Data Engineering.

• IEEE Transactions on Systems, Man, and Cybernetics.

• IEEE Transactions on Dependable and Secure Computing.

• IEEE Transactions on Neural Networks.

• Journal of Database Management, Idea Group Inc.

• Journal of Official Statistics, Statistics Sweden.

• Journal of Computing and Information Technology, University Computing Centre, Croatia.

• Journal of Computer Security, IOS Press, The Netherlands.

• International Journal on Digital Libraries, Springer-Verlag.

• International Journal on Very Large Data Bases, Springer-Verlag.

• Data and Knowledge Engineering, Elsevier.

• Data Mining and Knowledge Discovery, Springer.

• International Journal of Information and Computer Security, Inderscience.

University Service

1. Member, Rutgers Presidential Search Committee, 2024-2025.

2. Member, Steering Committee, Rutgers AI & Data Science Collaboratory.

3. Member, Steering Committee, Institute for Data, Research and Innovation Science (IDRIS).

4. Member, Chancellor-Provost Committee to Investigate the Feasibility of a Rutgers School for
Nontraditional Learners, 2022-2023.

5. Member, Provost’s Strategic Taskforce on Cyberinfrastructure & Data Science, 2022-2023.

6. Member, OARC Faculty Advisory Committee, 2023 – present.

7. Member, Rutgers Research Data Stewards Committee, 2021 – present.

8. Member, Rutgers Advanced Research Cyberinfrastructure 2025 Committee.

9. Member, Rutgers COVID-19 Health Monitoring IT Working Group, 2020–2021.

10. Member, Surveillance Algorithm and Modeling Subgroup, 2020 – 2021.

11. Member, Rutgers AI and Pandemics Initiative, 2020 – present.

12. co-Coordinator, Analytics and Information Management Concentration, MBA program, 2020 –
2023.

13. MSIS Representative, RBS Business Forum, 2020 – present.

14. Ph.D. Coordinator for Information Technology, July, 2021 – present.



15. Chair, Technology Policy Committee, 2012-2013, 2017-2018

16. Member, Research Resources Committee, 2020 – 2022.

17. Member, Appointments and Promotions (A & P) Committee, 2018 – 2020.

18. Ph.D. Coordinator for Information Technology, 2016 – 2020.

19. Member, RU-N Research Advisory Committee (RAC), 2017 – present

20. Member, RU-N Research Office Staffing and Recruiting Committee, 2017 – 2021

21. Member, Teaching Methods Innovations Committee, 2005 – 2006

22. Member, Undergraduate - NB Curriculum Committee, 2005 – 2006

23. Member, Undergraduate - NWK Curriculum Committee, 2005 – 2006

24. Member, Graduate Admissions Committee, 2005 – present

25. Member, Policy Committee for the Master of Information Technology Program, 2006 – 2007

26. Member, Search Committee for Director of Information Technology, Rutgers Business School,
2008

27. Member, Search Committee for Senior Director of Office of Technology and Instructional Services
(OTIS), Rutgers Business School, 2016

28. Member, Technology Policy Committee, 2010-2011, 2015-2017

29. Member, Masters in Information Technology Coordinating Committee, 2010-2011

30. Member, Newark Undergraduate Scholastic Standing Committee, 2010-2011

31. Member, MSIS Hiring Committee, 2011-2012, 2016-2017

32. Member, MSIS Department Executive Committee, 2011-2012

33. Member, RBS Undergraduate Program - Newark Admissions Committee, 2012-2013

34. Member, RBS Undergraduate Program - Newark Policy Committee, 2014-2018

35. Member, Newark Undergraduate Admissions Committee, 2013-2015

36. Member, Information Technology Task Force, 2013-2014

37. Member, RBS Service Awards Committee, 2014-2015

38. Member, Public Scholarship Task Force, 2014-2015

39. Member, Undergraduate Rankings Task Force, 2014-2015

40. Member, Ad-Hoc Administration Evaluation Advisory Committee, 2016-2017

Keynotes and Plenary Presentations

1. Keynote: “Privacy Engineering in the age of AI”, 39th Annual IFIP WG 11.3 Conference on Data
and Applications Security and Privacy, Gjovik, Norway, June 24, 2025.

2. Keynote: “Privacy Engineering in the age of AI”, 2025 International Conference on Security and
Cryptography (SECRYPT), Bilbao, Spain, June 12, 2025.

3. Keynote: “AI and Conceptions of Privacy”, 40th International Conference on ICT Systems Secu-
rity and Privacy Protection – IFIP SEC 2025, Maribor, Slovenia, May 22, 2025.

4. Keynote: “Trustworthy Machine Learning”, 1st International Conference on Artificial Intelligence
Security and Privacy, December 4, 2023, Guangzhou, China.

5. Keynote: “Ensuring Privacy and Trust in Genomics Research”, IDASH 2023 Genome Privacy
and Security Workshop, October 28, 2023, New Haven, CT, USA.

6. Keynote: “Engineering Secure and Privacy-Preserving Systems”, The 10th IEEE International
Conference on Cyber Security and Cloud Computing (CSCloud 2023), July 2, 2023, Xiangtan,
China.



7. Keynote: “Security in the Edge Computing Environments: Challenges and Opportunities”, The
21st IEEE International Conference on Trust, Security and Privacy in Computing and Commu-
nications (TrustCom 2022), December 11, 2022, Wuhan, Hubei, China.

8. Keynote: “Privacy-preserving Data Sharing and Analytics: An HPC perspective”, The First
Workshop on Federated and Privacy Preserving AI for HPC, Nov 14, 2022 Dallas, TX, USA.

9. Keynote: “Privacy-preserving Data Sharing and Analytics”, 3rd International Conference on Pub-
lic Key Infrastructure and its Applications (PKIA 2022), Bangalore, Karnataka, India, September
10, 2022.

10. Keynote: “Privacy-preserving Analytics in the Big Data environment”, 6th International Confer-
ence on Data Mining and Big Data (DMBD 2021), October 20, 2021, Guangzhou, China.

11. Keynote: “Ensuring Security and Privacy for Emerging Cloud and Edge Computing Environ-
ments”, 18th International Conference on Security and Cryptography, July 6, 2021, Online
Streaming (due to COVID).

12. Keynote: “Privacy-preserving Analytics in the Big Data environment”, 14th International Con-
ference on Network and System Security, Melbourne, Australia, November 26, 2020.

13. Keynote: “Privacy-preserving Analytics in the Big Data environment”, The 5th Conference on
Data Security and Privacy, Xi’an University of Posts and Telecommunications, Xi’an, China,
November 8, 2020.

14. Keynote: “Quality of Service aware Security and Privacy for Cloud and Edge Computing Envi-
ronments”, IEEE/ACM International Symposium on Quality of Service, Hangzhou, China, June
16, 2020.

15. Keynote: “Privacy-preserving Analytics in the Big Data environment”, The International Con-
ference on Cyberspace Data and Intelligence (CyberDI 2019), Beijing, China, December 17, 2019.

16. Keynote: “Automating Security Configuration and Administration: A Machine Learning Per-
spective”, The 2nd International Conference on Machine Learning for Cyber Security (ML4CS),
Xi’an, China, September 20, 2019.

17. Keynote: “Ensuring privacy in social network analysis”, 5th International Symposium on Security
and Privacy in Social Networks and Big Data (SocialSec 2019), Copenhagen, Denmark, July 15
2019.

18. Keynote: “Security in the edge computing environment: Challenges and Opportunities”, 12th
International Conference on Network and System Security (NSS-2018), Hong Kong, China, August
27, 2018.

19. Keynote: “Security in the edge computing environment: Challenges and Opportunities”, 32nd
Annual IFIP WG 11.3 Conference on Data and Applications Security and Privacy, Bergamo,
Italy, July 17, 2018.

20. Keynote: “Privacy Preserving Collaborative Optimization”, The 7th International Conference on
Security of Information and Networks (SIN 2014), Glasgow, UK, September 10, 2014.

21. Keynote: Automated Security Configuration and Administration – An Access Control Perspective,
5th International Workshop on Security (IWSEC’ 2010), November 22-24, 2010, Kobe, Japan.

Seminars, Tutorials, and Other Presentations

1. Invited Talk: “AI and Conceptions of Privacy”, IEEE Digital Privacy Workshop, Pittsburgh, PA,
USA, October 7, 2024.

2. “Preparing Leaders in Fintech: From Research to the Classroom”, Rutgers: Leading the Next
Generation of Fintech, Ruth Bader Ginsburg Hall, Newark, NJ, September 28, 2023.

3. “Artificial Intelligence Roundtable - A.I.’s Future in New Jersey”, New Jersey Economic Devel-
opment Authority, September 20, 2023.

4. “Trustworthy Machine Learning”, Cisco Research Data Security Summit, June 27, 2023.



5. “Preserving Privacy in Healthcare Analytics”, Yale University, Biomedical Informatics and Data
Science Seminar, June 22, 2023.

6. “Privacy-preserving Data Sharing and Analytics”, Carnegie Mellon University, Security and Pri-
vacy Institute (CyLab) Seminar, April 13, 2023.

7. “Engineering Secure and Privacy-Preserving Systems”, Distinguished Cybersecurity Seminar, De-
partment of Informatics and Networked Systems, University of Pittsburgh, April 12, 2023.

8. “Automating Security Configuration and Administration: A Machine Learning Perspective”, 2021
Faculty Development Workshop on Data Science and Cybersecurity, Boise State University, Au-
gust 9, 2021.

9. “How to identify anomalies accurately and privately”, Rutgers University ECE Seminar, Piscat-
away, NJ, March 23, 2021.

10. “Privacy-Preserving Crowdsensing Of Covid-19”, 2021 Chancellor’s Digital Research Day, Rutgers
University, February 17, 2021.

11. “Privacy-Preserving Crowdsensing Of Covid-19: Why, How, And Does It Work?”, IQB Working
Group: Communications and [Mis]Information, Rutgers University, November 9, 2020.

12. “How to identify anomalies accurately and privately”, Dartmouth College, Hanover, NH, October
30, 2020.

13. “How to identify anomalies accurately and privately”, Montclair State University, Montclair, NJ,
October 28, 2020.

14. “How to identify anomalies accurately and privately”, Peking University, Beijing, China, Decem-
ber 16, 2019.

15. “Engineering Secure and Privacy-preserving Systems for the Big Data Environment”, Marathwada
Mitra Mandal’s College of Engineering, Pune, India, August 28, 2019.

16. “Engineering Secure and Privacy-preserving Systems”, Washington University of St. Louis, St.
Louis, MO, March 8, 2019.

17. “Engineering Secure and Privacy-preserving Systems”, University of Connecticut, Storrs, CT,
February 27, 2019.

18. “Privacy-preserving Analytics: the next frontier”, Guangzhou University, Guangzhou, China,
August 25, 2018.

19. “Analytics Driven Security Configuration and Management”, U.S. Air Force Science and Tech-
nology 2030 Workshop, Indiana University, Bloomington, IN, USA, May 10, 2018.

20. “Inculcating the research mindset: Why, How, and When”, SNDT Women’s University, Pune,
India, January 11, 2018.

21. “Ensuring Confidentiality and Integrity for Outsourced Collaborative Filtering”, IBM T. J. Wat-
son Research Center, Yorktown, NY, March 23, 2016.

22. “Enabling Security, Privacy, and Analytics in Big Data: A Biomedical Perspective”, University
of California at San Diego, San Diego, CA, March 11, 2016.

23. “Ensuring Confidentiality and Integrity for Outsourced Collaborative Filtering”, Princeton Uni-
versity, Princeton, NJ, October 12, 2015.

24. “Inculcating the research mindset”, SNDT Women’s University, Pune, India, August 25, 2015.

25. “Ensuring Confidentiality and Integrity for Outsourced Collaborative Filtering”, University at
Albany, SUNY, Albany, NY, USA, March 30, 2015.

26. “Ensuring Confidentiality and Integrity for Outsourced Collaborative Filtering”, New Jersey In-
stitute of Technology, Newark, NJ, USA, November 19, 2014.

27. “Ensuring Confidentiality and Integrity for Outsourced Collaborative Filtering”, IIT Kharagpur,
Kharagpur, West Bengal, India, July 21, 2014.



28. “Automating Security Configuration and Administration - An access control perspective”, De-
partment of Computer Science and Automation, Indian Institute of Science, August 14, 2013.

29. “Automating Security Configuration and Administration - An access control perspective”, EMC
Center of Excellence, Bangalore, India, August 14, 2013.

30. “Privacy-preserving Analytics and Collaboration”, Department of Economics, Fergusson College,
Pune, India, August 12, 2013.

31. Tutorial: “Privacy in the context of digital government”, Tutorial at the 13th Annual International
Conference on Digital Government Research (dg.o 2012), June 4-7, 2012, University of Maryland,
College Park, MD.

32. The Role Mining Problem – A formal perspective, University of Texas at Austin, February 9,
2012.

33. “Automating Security Configuration and Administration: An Access Control Perspective”, Win-
ter 2011 Security and Privacy Day, New Jersey Institute of Technology, December 2, 2011.

34. The Role Mining Problem – A formal perspective, University of Maryland, Baltimore County,
June 15, 2011.

35. The Role Mining Problem – A formal perspective, Arizona State University, April 28, 2011.

36. Privacy-preserving Graph Analysis, Tokai University, Tokyo, Japan, November 26, 2010.

37. Tutorial: Role Engineering and Role Mining, 5th International Conference on Information Systems
Security (ICISS 2009), 14-18 December 2009, Eastern Zone Cultural Center, Kolkata, India.

38. The Role Mining Problem – A Formal Perspective, University of Pittsburgh, Pittsburgh, PA,
February 13, 2009.

39. Effective Query Log Anonymization, Google, Inc., Mountain View, CA, December 8, 2008.

40. The Role Mining Problem - A Formal Perspective, Syracuse University, Syracuse, NY, December
3, 2008.

41. The Role Mining Problem – A Formal Perspective, University of Texas at San Antonio, San
Antonio, TX, November 5, 2008.

42. The Role Mining Problem – A Formal Perspective, Stevens Institute of Technology, Hoboken, NJ,
October 20, 2008.

43. Role Engineering and the Role Mining Problem, University of Texas at Dallas, Dallas, TX, Septem-
ber 17, 2007.

44. Role Engineering and the Role Mining Problem, Tata Research Design & Development Center,
August 1, 2007, Pune, India.

45. “RoleMiner: Role Mining via Subset Enumeration”, at the 13th ACM Conference on Computer
and Communications Security, November 1, 2006.

46. “Privacy-Preserving Data Mining”, at the Tata Research Design & Development Center, Pune,
India, June 21, 2005.

47. “Privacy-Preserving Outlier Detection”, at the Stevens Institute of Technology, Hoboken, NJ,
May 2, 2005.

48. “Privacy Preserving Collaboration – Supply Chain, Transportation Logistics and Other prob-
lems”, Supply Chain Management Research Seminar Series, Rutgers Business School, April 28,
2005.

49. “Privacy Preserving K-Means Clustering on Vertically Partitioned Data”, invited talk at Interface
’04, the best of data mining at KDD session, Baltimore, Maryland, May 27, 2004.

50. “Privacy Preserving Data Mining over Vertically Partitioned Data” at the CSIS Seminar at the
Department of Information and Software Engineering, George Mason University, May 25, 2004.



51. “Privacy Preserving Data Mining on Vertically Partitioned Data” at the CERIAS Security Sem-
inar, Purdue University, January 14, 2004.

52. “Privacy Preserving Data Mining over Vertically Partitioned Data” at the DAIS Seminar at the
CS Department at University of Illinois at Urbana-Champaign, October 24, 2003.

53. “Leveraging the ”Multi” in Secure Multi-Party Computation” at the Workshop on Privacy in
Electronic Society held in conjunction with ACM CCS, October 30, 2003.

54. “Privacy Preserving K-Means Clustering over Vertically Partitioned Data” at the Ninth ACM
SIGKDD International Conference on Knowledge Discovery and Data Mining, August 25, 2003.

55. “A new architecture for Privacy Preserving Data Mining” at the Workshop on Privacy, Security
and Data Mining held in conjunction with ICDM, December 9, 2002.

56. “Privacy Preserving Data Mining” with Chris Clifton in CERIAS Security Seminar, February 27,
2002.

57. “A new architecture for Privacy Preserving Data Mining” in Indiana Center for Database Systems
seminar, December 4, 2002.

Ph.D. Students Supervised

1. Qi Guo, A Formal Approach To The Role Mining Problem, co-advised with V. Atluri, August
2010. Employed at: Bed, Bath, and Beyond, Inc.

2. Heechang Shin, Security and Privacy in Personalized Mobile Service Environments, co-advised
with V. Atluri, August 2010. Employed at: Professor and Chair, Information Systems and Busi-
ness Analytics Department at Iona College.

3. Haibing Lu, Boolean Matrix Decomposition with Extensions: Application to Role Mining, co-
advised with V. Atluri, October 2011. Employed at: Professor and Department Co-Chair, Infor-
mation Systems & Analytics at Santa Clara University.

4. Xiaoyun He, Privacy-Preserving Analysis of Graph-Structured Data, co-advised with N. Adam,
October 2011. Employed at: Associate Professor at Auburn University - Montgomery.

5. Yuan Hong, Privacy-preserving Collaborative Optimization, October 2013. Employed at: Asso-
ciate Professor at University of Connecticut.

6. Emre Uzun, Formal Security Analysis of Access Control Models and Their Spatiotemporal Ex-
tensions, co-advised with V. Atluri, October 2016. Employed at: Bilkent University.

7. Nazia Badar, Towards Automatic Configuration of Access Control, co-advised with V. Atluri,
October ’16. Employed at: California State University.

8. David Lorenzi, Enhancing Security and Usability from a Human Perspective on the World Wide
Web, December 2016. Employed at: PayPal.

9. Ussama Yaqub, Citizen Centric Stakeholder Theory: Sentiment and behavior Analysis in Social
Media, October 2018. Employed at: Tenure Track Assistant Professor at Lahore University of
Management Sciences.

10. Saptarshi Das, Policy Engineering in Attribute-Based Access Control, co-advised with S. Sural,
August 2020. Employed at: Tenure Track Assistant Professor at JIS Institute of Advanced Studies
and Research.

11. Hafiz Salman Asif, Privacy or Utility? How to Preserve Both in Outlier Analysis, co-advised with
P. Papakonstantinou, December 2020. Employed at: Tenure Track Assistant Professor at Hofstra
University.

12. Gunjan Batra, Policy Configuration and Management in Attribute Based Access Control, co-
advised with V. Atluri, October 2021. Employed at: Tenure Track Assistant Professor at Ken-
nessaw State University.



13. Abeer Elahraf, A Framework for Dynamic Composition and Management of Emergency Response
Processes, co-advised with B. Shafiq, October 2021. Employed at: Rutgers University.

14. Xinyue Wang, May 2024. Employed at: Tenure Track Assistant Professor at Renmin University
of China.

15. Nathaniel Hobbs, co-advised with P. Papakonstantinou, December 2024. Employed at: Assitant
Professor of Professional Practice, Rutgers University.

16. Sitao Min (Expected Graduation: Fall ’25)

DBA Students Supervised

1. Chon Linkatoon, The impact of post-pandemic Cybersecurity risk control on the pharmaceutical
company’s reputation, April 2023. Employed at: Assistant Professor of Professional Practice at
Rutgers University.


